Abstract-Honor-based trust mechanism is an important means to evaluate the behavior of the P2P network node, and it is used to ensure the health of the P2P network application. Trust mechanisms need to evaluate a node to other node local trust value and local trust value because they do not consider the policy node and human evaluation error of two important factors. The calculation is difficult to accurately reflect the characteristics of the nodes of the network. Evaluation models of the behavior of a P2P network neighbor. The PeerBehavior model has used a deterministic finite state machine (DFA) depicts the continuous behavior of the neighbor state changes cause a negative evaluation of any continuous behavior by focusing neighbors almost died, both able to more accurately discover policies node in the network, but also be able to tolerate a certain degree of human evaluation error simulation experiment showed that this model was significantly improve the accuracy of the local trust value, and reducing the estimation error of the global trust value, was significantly superior to the calculation method of the current value of the other local trust.
I. INTRODUCTION
Peer-to-peer (P2P) online communities can be seen as truly distributed computing applications in which peers (members) communicate directly with one another to exchange information, distribute tasks, or execute transactions. They can be implemented either on top of a P2P network [1] or using a conventional client-server platform. Gnutella is an example of P2P communities that are built on top of a P2P platform. Person-to-person online auction sites such as eBay and many business-tobusiness (B2B) services such as supply-chainmanagement network are examples of P2P communities built on top of the client-server architecture. In eCommerce settings P2P communities are often established dynamically with peers that are unrelated and unknown to each other. Peers have to manage the risk involved with the transactions without prior experience and knowledge about each other's reputation. One way to address this uncertainty problem is to develop strategies for establishing trust and develop systems that can assist peers in assessing the level of trust they should place on an E-Commerce transaction. For example, in a buyerseller market, buyers are vulnerable to risks because of potential incomplete or distorted information provided by sellers. Trust is critical in such electronic markets as it can provide buyers with high expectations of satisfying exchange relationships.
Recognizing the importance of trust in such communities, an immediate question to ask is how to build trust. There is an extensive amount of research focused on building trust for electronic markets through trusted third parties or intermediaries [7] . However, it is not applicable to self-regulating P2P communities where peers are equal in their roles and there are no entities that can serve as trusted third parties or intermediaries. Reputation systems provide a way for building trust through social control by utilizing community-based feedback about past experiences of peers to help making recommendation and judgment on quality and reliability of the transactions. The challenge of building such a reputation based trust mechanism in a P2P system is how to effectively cope with various malicious behavior of peers such as providing fake or misleading feedback about other peers. Another challenge is how to incorporate various contexts in building trust as they vary in different communities and transactions. Further, the effectiveness of a trust system depends not only on the factors and metrics for building trust, but also on the implementation of the trust model in a P2P system. Most existing reputation mechanisms require a central server for storing and distributing the reputation information. It remains a challenge to build a decentralized P2P trust management system that is efficient, scalable and secure in both trust computation and trust data storage and dissemination. Lastly, there is also a need for experimental evaluation methods of a given trust model in terms of the effectiveness and benefits.
With the increase of P2P network, P2P applications gradually occupy the majority of network traffic [1] , and because some of the characteristics of P2P networks, such as various forms of malicious nodes distributed, anonymous network affected development of many applications, especially in large-scale P2P E-Commerce applications. malicious node trying to deceive other nodes in order to achieve the purpose of profit or damage the system, so how to evaluate the node in the P2P network, in particular, to distinguish the malicious node is crucial.
Honor-based trust mechanism proved to be an effective means to solve the above problems, and recently on eBay trust mechanism. A user feedback system is one hundred and eleven studies that [2] [3] . Positive feedback increases the seller's revenue, while negative feedback reduces their income. Currently the most trust mechanisms are provided by the node local trust value, the use of certain methods to calculate the global trust value, and thus the local trust value accurate or not greatly affect the accuracy of the global trust value [4] .
Local trust value calculation method, such as the simple average [5] , a moving average [6] , Bayesian learning [7] , unable to prevent the destruction of strategic node, these strategies node every certain number of transactions of honest deception remains will get a higher local trust value, and thus be able to hide the node type.
In this paper, a the neighbor behavior evaluation model PeerBehavior the model by the observation of the continuous behavior of neighbors, concerned about the neighbors, the probability of negative evaluation, taking into account node evaluation error caused in any consecutive trading, which can help a more accurate evaluation of node neighbor's behavior. The experimental results show that, compared to PeerBehavior and other methods can significantly improve the accuracy of the trust value in the local estimation error, thereby reducing the global trust value caused by inaccurate due to the value of the local trust.
Reputation-based trust research stands at the crossroads of several distinct research communities, most notably computer science, economics and sociology. We first review general related reputation research ECommerce and agent systems and then review a number of recent works on reputation based systems in P2P networks.
Dellarocas [12] provides a working survery for research in game theory and economics on the topic of reputation. Mui et al. [2] also give a review summarizing existing works on reputation across diverse disciplines including distributed artificial intelligence, economics, and evolutionary biology. The game theory based research [14] lays the foundation for online reputation systems research and provides interesting insight into the complex behavioral dynamics. Most of the game theoretic models assume that stage game outcomes are publicly observed. Online feedback mechanisms, in contrast, rely on private (pair-wise) and subjective ratings of stage game outcomes. This introduces two important considerations, the incentive for providing feedback and the credibility or the truthfulness of the feedback [8] .
A number of reputation systems and mechanisms were proposed for online environments and agent systems. Abdul-Rahman et al. [15] proposed a model for supporting trust in virtual communities, based on direct experiences and reputation. They introduced the semantic distance of the ratings. However, there are certain aspects of their model that are ad-hoc, such as the four trust degrees and fixed weightings assigned to the feedback. Pujol et al. [6] applied network flow techniques and proposed a generalized algorithm that extracts the reputation in a general class of social networks. Josang et al. [7] developed and evaluated the beta reputation system for electronic markets based on b distribution by modeling reputation as posterior probability given a sequence of experiences. Among other things, they showed that a market with limited duration rather than infinite longevity of transaction feedback provides the best condition. Sabater et al. [3] proposed regret system and showed how social network analysis can be used in the reputation system. Sen et al. [11] proposed a word-ofmouth reputation algorithm to select service providers. Their focus is on allowing querying agent to select one of the high-performance service providers with a minimum probabilistic guarantee. Yu et al. [9] developed an approach for social reputation management and their model combines agents' belief ratings using combination schemes similar to certainty factors. The reputation ratings are propagated through neighbors.
Managing Trust [8] is the first P2P network trust management based on the honor system, since the research community many honors management mechanisms, such as PeerTrust [4] , EigenTrust [5] , PowerTrust [9] , GossipTrust [10] and the literature [11] . Most honor-based trust management systems are dependent on local trust value of each node to calculate the value of global trust. Far as we know, there are three categories of local trust value calculation. They are a simple average moving average and Bayesian learning methods.
The simple average method is the simple sum of the node individual transactions evaluation, and then averaging EigenTrust [5] that the use of this method to calculate the local trust value. EBay feedback system is to use a similar method, for all transactions Evaluation The sum of such methods has obvious flaws, such as difficult to guard against malicious nodes, every once in a while, the strategy of betrayal node, the node in the betrayal still be able to get a positive local trust value.
Moving average [6] is another method to calculate the local trust value, the method given recent transaction evaluation weight. Moving average method has high sensitivity evaluation, but still unable to prevent the policy node. If you give a new evaluation of excessive rights, misjudgment of bona fide node will reduce its local trust value, which means that the method assumes that all evaluation node neighbors are correct, this assumption is not always is established.
Trust management mechanism using Bayesian learning method to calculate local trust value [7] , and PowerTrust [9] , the method and the two methods differ, Bayesian learning method is based on analysis method, the node evaluation as reflect neighbor behavioral characteristics of the sample. Estimated results become more accurate when the sample is large. There will be a large error when the sample is less.
II. PEERBEHAVIOR MODEL

A. Neighbor Type of Behavior to Determine Method
(1) The DFA description of the method of the neighbor type of behavior judgment This paper to describe the method to design a deterministic finite automaton (DFA), the DFA from the 7-state, they can be divided into four groups: an initial state, the normal-state set, the punished state and the observed state where each state represents at he node of the result of the determination of the neighbors acts, while the transfers between the different states represent nodes on neighbor views change process. DFA formally described as follows.
A Thereby the relationship between T and tolerance  are as follows:
Assumed that the malicious nodes in the network every  times cooperation betrayal, betrayal of a probability of 1/ and 3   , also assumes that human evaluation error probability of occurrence for the  and 
Due to the strategy node malicious behavior and human evaluation error will cause a negative evaluation, so only reasonable to select the node latitude to be able to distinguish between good both cases. The formula (4) gives the reasonable range of the distinguished node between malicious behavior and evaluation of error tolerance.
B. Feature analysis The method introduces a tolerance α, that is, negative evaluation after the neighbors a behavior caused, the next two trading forgotten, or in more rounds were forgotten with probability α, α reflects the degree of tolerance of a node, also said that the degree of tolerance of human assessment error. Node tolerance introduced, can prevent the malicious node by multiple transactions Evaluation speculated strategy, thereby ensuring the effectiveness of the strategy.
Soon enter the neighbor experienced punishment state n round observation status, behavior is judged in the observed state of the betrayal, the state re-set to punish state, experienced continuous n round behavior is judged to be cooperative transaction neighbor node state to the normal state, thereby eliminating the negative impact of the behavior of the past.
B. Local Trust Value Calculation
Local trust value is calculated based on the historical behavior of the neighbors to give an overall assessment. Which comprises two steps: first, the accumulated partial trust value calculated according to the history of cooperation of the neighbor; then combined the neighbor behavior type judgment method results to be updated on the local trust value.
A. Use the following method to calculate the historical behavior of the neighbors: 
 
Ti is the i th transaction from the current time span.
B. Local trust value calculation
Local trust value has calculated by combining the result of the neighbor behavior type judgment method, the formula (5) in the calculation result of update. Neighbor type of behavior to determine methods of punishment strategy trigger their normal local trust value halved punishment. / 2, ,
From formula (5) and (6) can be seen, the negative evaluation led to the neighbor's local trust value exponentially decline, a positive assessment can only make local trust value increases linearly.
C. PeerBehavior Analysis
The PeerBehavior model had general said to have the following characteristics:
A well-intentioned, it is assumed that every stranger is a bona fide node.
After two fault tolerance, the neighbors a behavior caused a negative assessment, the node is not eager to punish, but observed it in the next
/   round trading again is judged to be betrayed. Finalized malicious nodes and its malicious behaviors have server for penalties, which can tolerate behavior misjudgment. Angered when the opponent's behavior is ultimately determined to be malicious, in each round of trading will no longer tolerate their betrayal in a significant reduction in the local trust values to punish every betrayal.
Tolerance in the opponent's betrayal after m round after punishing round of the observation period and n, forgotten, and ultimately forgiving neighbors last betrayal.
PeerBehavior tit-for-tat strategy [12] is not only has excellent characteristics, but also has the characteristics of fault tolerance. These features can propel the entire network toward the direction of the development of cooperation, while the introduction of fault tolerance, making it better able to adapt to the actual environment, resulting in a more accurate evaluation.
III. THE EXPERIMENTAL RESULTS AND ANALYSIS
A. Simulation Parameters Settings
We conducted in the P2P simulation software Peersim on simulation experiments driven use Peersim cycle engine to simulate P2P networks using 150 nodes, with the characteristics of the Power-law topology Simulation trust overlay network. Experiment assumes the existence of certain malicious nodes, and occupied the end of the Power-law curve malicious nodes.
The global trust value calculation method does not depend on the local trust value, the paper selects a common method of calculation of the value of global trust, different local trust value calculated on the basis of this unified global trust value. Each node before the transaction using the method of maximum likelihood estimation (MLE) [13] 
In the experiment, we let each encounter node consecutive trading 4 times, and after each transaction to evaluate the behavior of the opponent, also assumes that the well-intentioned nodes with a certain probability misjudgment opponent malicious node every cycle make your betrayal. Experiment some of the parameters the set values or ranges, such as shown in Table I: Node neighbors local trust value calculated with the neighbor before the transaction, if local trust value is greater than 0.5, while the neighbors are good-node or local trust value is less than 0.5, and the neighbor is a malicious node, we call these two cases local trust values are correctly reflect the type of neighbor, otherwise error to reflect the value of the local trust node type. We statistical local trust value node type of error is reflected proportion in the case of the different proportions of the policy node in the network, i.e., the error ratio of the local trust value varied with the increase of the proportion of the network policy node.
We compared in the same experimental parameter settings local trust value error ratio calculated PeerBehavior and three kinds of local trust value calculation method. In the experiment, we let the policy node in the network the proportion of from 0.1 up to 0.9, and the growth rate was 0.1, while assuming human evaluation error 0.01, the node tolerance in PeerBehavior 0.5. Figure 2 shows the value of the error ratio of the local trust with the increase in the proportion of the policy node changes, it can be seen PeerBehavior significantly better than the other three kinds of calculation methods, and always less than 0.1. The other three methods, including the simple average and Bayesian learning completely coincide with the increase in the proportion of policy node, a substantial increase in the proportion of local trust value error.
(2) Different local trust value calculation method Error of estimated global trust value
We compare the same set of experimental parameters PeerBehavior and three kinds of local trust value calculation of the global trust value estimation error. In the experiment, we let the policy node in the network the proportion of from 0.1 up to 0.9, and the growth rate was 0.1, while assuming human evaluation error 0.01, the node tolerance in PeerBehavior 0. Four different local trust values calculating the performance of the method is easy to see from figure 3. Obviously, PeerBehavior caused by global trust value estimation error is minimized, significantly better than the value calculated for several trust. In this calculation method, the moving average method is better than a simple average calculation method, Bayesian learning methods appear in the range of 0.5 before and after a large variation. When the proportion of the policy node in the network is less than 0.5, Bayesian learning method performance worse than the other two methods, and when greater than 0.5, the performance of the Bayesian learning methods than the other two methods is good.
However, with the increase in the policy node, the current estimation error of the other three methods had greatly increased. Because they are dependent on the historical behavior of the node, strategy node strategy can easily escape punishment, which, after the betrayal still able to obtain a higher local trust value, the higher the proportion of the policy node, the greater the error.
Binding to figure 2 and figure 3 can be seen, the small local trust error ratio algorithm having a smaller error in the calculation of the global trust value remains, this is because the global trust value calculation depends on the local trust value, if the value of the local trust can not reflect the node characteristics, global trust value, however combination of local trust values are unable to find the type of node, resulting in greater estimation error. We look at the reaction the current three kinds of methods and PeerBehavior of error and strategies for human evaluation node, we let the proportion of malicious nodes in the network to increase from 0.1 to 0.9, and the growth rate was 0.1. We also examine the various methods three different human evaluation error performance. As can be seen from figure 4, simple average, moving average, and Bayesian learning methods in different human evaluation error performance identical, in other words, they are not the estimated error into consideration. In addition, if the human evaluation error is large, most of the estimated error is caused by the misjudgment of bona fide node, so when the increase of the proportion of the policy node, the estimation error to show a downward trend. When the human evaluation of error is small, most of the global trust value estimation error is caused by a misjudgment strategy node, so with the increase in the proportion of the policy node, the upward trend estimation error.
(4) The punishment strategy node and tolerance tradeoff between human evaluation errors In this experiment, we mainly investigated the performance of PeerBehavior tolerance of different human evaluation error and node. Node set tolerance growth from 0 to 1, the growth rate was 0.1, and assume that the proportion of malicious nodes in the network 0. Figure 5 has been shown the performance of PeerBehavior in different nodes tolerance, easy to see, when the node tolerance certain higher, human evaluation error, global trust value the greater the estimated error. In addition, in certain human evaluation error, node tolerance is larger or smaller, will cause the estimated error is larger. This is because, the node small tolerance, PeerBehavior some goodwill node mistakenly believe that a malicious node, and human evaluation error is larger, resulting in a system estimation error is large; while nodes tolerance is large, PeerBehavior malicious node will mistakenly believe is well-intentioned node, which led to a larger system estimation error.
Comprehensive figure 4 and figure 5 can be seen, human evaluation errors and strategies of malicious node strategy will impact global trust value estimation error, so it should be tolerated to strike a balance between human evaluation errors and punish node that is to select the appropriate node tolerance.
IV. CONCLUSTIONS
Impact due to the presence of human assessment error and Policies node local trust values reflect the characteristics of network nodes, thus increasing the value of global trust estimation error. To address this issue, we propose the neighbors behavioral evaluation model PeerBehavior based on continuous behavior observed, the simulation results show that human assessment error and the strategy of the malicious node strategy will lead to misjudgment of the local trust value calculated on the characteristics of network nodes, PeerBehavior by adjusting node tolerance applies to a different environment, to strike a balance between the tolerance of human assessment error and punishment policy node, compared with other current methods, can significantly improve the accuracy of local trust reflects the value of the network nodes characteristics, reducing the global trust estimated the impact of the error.
In short, PeerBehavior model can be able to more accurately calculate local trust evaluation value node neighbors and local trust value is the basis of most of the trust mechanism, which can reduce the estimated error in global trust value trust mechanism.
